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Abstract

As society becomes increasingly dependant on information technology it becomes 
essential to analyse and update traditional legal concepts and established offences. 
Large networks such as the Internet provide new venues for and new forms of 
criminal activity. An awareness of what makes up the Internet is, therefore, 
essential.

Traditional offences, particularly those having an economic character, are today 
being committed in cyberspace with greater ease and impunity. Thus, amendments 
to present laws becomes essential so as to confirm their application in the 
computer world.

On the other hand, the phenomenon of large-scale computer communications has 
created forms of abuse which were previously unknown. Of particular relevance is 
the activity of hackers, which may range from mere nuisance to outright sabotage. 
It is imperative that programs and data are given a degree of protection similar to 
other ‘traditional’ property. Some States have enacted special legislation to 
criminalise such activity but others are still to address the threat.

A major issue, presently the subject of international debate, is that of Internet 
content. Many have expressed concern about the exposure of minors to 
questionable material which is available online. Others are particularly sensitive to 
proposals of Internet censorship. There have already been some largely-
unsuccessful attempts in this respect and it may well be that the solution does not 
lie in banning content but in filtering it. Maltese law does regulate pornography
but, possibly, it may fail to address the main concern.

The new means of processing and storing of information could mean that the 
detection of crime is more difficult. One should examine to what extent law 
enforcement officials may be prevented from investigating offences committed on 
or through the use of information technology equipment. In particular, new 
cryptographic technology may render the authorities’ efforts futile and one should 
see whether it is desirable to control the availability and use of encryption.

Cyberspace acknowledges no national boundaries and is largely unconcerned with 
state sovereignty. The application of law in cyberspace therefore offers a great 
challenge to traditional rules of territoriality. International co-operation and 
consensus is probably the only way to a practical solution.
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